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Outline (for project)
• Patterns in graphs
• Anomaly detection
• Types of fraud
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From recent tutorial
• Temporal Graph Mining for Fraud 

Detection, by Faloutsos, Fidalgo, Cazzolato, 
ICDM 2023

• https://mtcazzolato.github.io/tutorial-
icdm23/ (has slides, AND youtube videos)

• Same videos also on CMU box
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https://mtcazzolato.github.io/tutorial-icdm23/
https://mtcazzolato.github.io/tutorial-icdm23/
https://mtcazzolato.github.io/tutorial-icdm23/
https://mtcazzolato.github.io/tutorial-icdm23/
https://mtcazzolato.github.io/tutorial-icdm23/
https://www.youtube.com/watch?v=RS9c_yu1EL0
https://www.youtube.com/watch?v=RS9c_yu1EL0
https://cmu.app.box.com/s/eegr3n2achkdq4jmtpmhet4tfucwpsn5
https://cmu.app.box.com/s/eegr3n2achkdq4jmtpmhet4tfucwpsn5
https://cmu.app.box.com/s/eegr3n2achkdq4jmtpmhet4tfucwpsn5
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Very useful for project
• (at least) 6 types of fraud …
• … and counting
• (‘cat and mouse’ ; ‘whack a mole’)

15-826 Copyright (c) 2025 C. Faloutsos 4

(image: from amazon.com)



CMU SCS

Temporal Graph Mining for Fraud 
Detection 

Part I

Pedro Fidalgo
Mobileum

Mirela Cazzolato
USP

Christos Faloutsos 
CMU
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(multiple) types of fraud 
• F1) E-commerce
• F2) Social networks
• F3) Phone-call graphs
• F4) Terrorism Networks (9/11)
• F5) Criminal Associations (Corruption)
• F6) Telecom Fraud (Credit Cards)
• …
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The Many Faces of Link Fraud, Neil Shah, Hemank Lamba, 
Alex Beutel, Christos Faloutsos, arxiv

https://arxiv.org/abs/1704.01420
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F1: Fraud in e-commerce
• ‘brushing’ (Wikipedia; WSJ )

– Un-wanted packages – WHY?

15-826 Copyright (c) 2025 C. Faloutsos 7

…

https://en.wikipedia.org/wiki/Brushing_(e-commerce)
https://www.wsj.com/articles/BL-CJB-26089
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F1: Fraud in e-commerce
• ‘brushing’ (Wikipedia; WSJ )

– Un-wanted packages, to boost ‘sales’
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…

https://en.wikipedia.org/wiki/Brushing_(e-commerce)
https://www.wsj.com/articles/BL-CJB-26089
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F1: Fraud in e-commerce
• ‘brushing’ (Wikipedia; WSJ )

– Un-wanted packages, to boost ‘sales’
• Buyer-seller collusion
• …
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…

https://en.wikipedia.org/wiki/Brushing_(e-commerce)
https://www.wsj.com/articles/BL-CJB-26089
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F2: Fraud in social networks
• Fake twitter followers

15-826 Copyright (c) 2025 C. Faloutsos 10FRAUDAR:Bounding Graph Fraud …; B. Hooi, H.A. Song, A. 
Beutel, N. Shah, K. Shin, C. Faloutsos, KDD 2016 (best paper)

$ Per Follower??
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F2: Fraud in social networks
• Fake twitter followers

15-826 Copyright (c) 2025 C. Faloutsos 11FRAUDAR:Bounding Graph Fraud …; B. Hooi, H.A. Song, A. 
Beutel, N. Shah, K. Shin, C. Faloutsos, KDD 2016 (best paper)

$0.02 Per Follower
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F2: Fraud in social networks

“Block”
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Inferring Strange Behavior from Connectivity Pattern in
Social Networks; Meng Jiang, Peng Cui, Shiqiang Yang, Alex
Beutel, Christos Faloutsos; PAKDD’14
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F2: Fraud in social networks

“Block”
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Inferring Strange Behavior from Connectivity Pattern in
Social Networks; Meng Jiang, Peng Cui, Shiqiang Yang, Alex
Beutel, Christos Faloutsos; PAKDD’14
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F3) Phonecall graphs
• Telemarketers

• Other types of fraud?
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F3) Phonecall graphs
• Telemarketers

• ‘wangiri’ ‘one-ring scam’
– Europol; AT&T

• Telephony Denial of Service (TDoS)(DHS)
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1 ring

…

https://www.europol.europa.eu/sites/default/files/documents/wangiri_final_2.pdf
https://www.europol.europa.eu/sites/default/files/documents/wangiri_final_2.pdf
https://about.att.com/pages/cyberaware/ar/wangiri
https://www.dhs.gov/sites/default/files/publications/508_FactSheet_DDoSD_TDoS%20One%20Pager-Final_June%202016_0.pdf


CMU SCS

Fraudulent Behavior: "Know Thy 
Enemy"

16
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Fraudulent Behavior: "Know Thy 
Enemy"
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F4) Terrorism Networks (9/11)
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9/11 organizers and leaders 
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F5) Criminal Associations (BFP)
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Near-clique:
‘road warriors’

High centrality:
‘lawyers’
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F6) Telecom Fraud (Credit Cards)
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è Bridge nodes with low degree 

è Interconnected Hubs 

è Strategic position 

è High Influence

è Roles in the network (Control)

StarBridge: a topological multidimensional subgraph analysis to detect 
fraudulent nodes and rings in telecom networks; Pedro Fidalgo, Rui 
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Very useful for project
• (at least) 6 types of fraud …
• … and counting
• (‘cat and mouse’ ; ‘whack a mole’)
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