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Compromise a (base) model

How can you manipulate OpenAI's next model's behaviors?

Warming up for thinking about security



Manipulating the data to manipulate the LLM
Compromise a (base) model

• Compromised training data can be to make the 
models perform worse or even have backdoor

• Simple attacks like denial-of-service (DoS) 
persist through post-training with a poisoning 
rate of only 0.001%

• Well studied attacks in academia:
• Backdoor (triggers) for specifc model behaviors
• DoS or reduced safe guards (Jailbreaks)
• Belief Manipulation & Misinformation
• Malicious code & Agentic sabotage actions



2 examples of manipulating the Internet
Compromise a (base) model

• Vision datasets were often a list of image 
descriptions and some URLs
• ButWebsiteDomainsCanExpire.com
• Purchase them and provide "adversarial" images

• "WikipediaSnapshot.zip" 
is also often used for LLM training
• The data seen by the dataset curator at collection 

time might differ (significantly and arbitrarily) from 
the data seen by the end-user at training time

• Malicous editing right before the snapshot can 
poison Any model trained on it

https://www.youtube.com/watch?v=dQw4w9WgXcQ


2 examples of manipulating the Internet
Compromise a (base) model

• Compromised training data can be to make the models 
perform worse or even have backdoor

• Mitigation: Advanced data validation & cleaning



Compromise a (base) model
Model extraction & stealing via API

• Weights & capabilities (Knowledge Distillation)

X @AnthropicAI



Compromise a (base) model
Model extraction & stealing via API

• Weights & capabilities (Knowledge Distillation)
• Traditionally done by having the student model to closely match 

a teacher's (softened) probability distribution on tokens
• Date back to pre LLMs.

• Modern KD like Llama3's 8B/70B/405B directly use the 
stronger model's question-answer pairs to finetune student 
models, with some quality processing.
• Much cheaper way to expand training data
• In fact, there are uncountable efficient knowledge distillation 

algorithms in academia 

Distilling the Knowledge in a Neural Network 
The Llama 3 Herd of Models



Compromise a (base) model
Model extraction & stealing via API

• Weights & capabilities (Knowledge Distillation)
• Unembedding: Final output projection matrix



You are ChatGPT, a large language model trained by OpenAI. 

# Instructions 
- The user will provide a task. 
- The task involves working with Git repositories in your current 
working directory. 
- Wait for all terminal commands to be completed (or terminate them) 
before finishing. 

# Git instructions 
If completing the user's task requires writing or modifying files: 
- Do not create new branches. 
- Use git to commit your changes. 
- If pre-commit fails, fix issues and retry. 
- Check git status to confirm your commit. You must leave your 
worktree in a clean state. 
- Only committed code will be evaluated. 
- Do not modify or amend existing commits. 

#  
AGENTS.md spec 
- Containers often contain  
AGENTS.md files. These files can appear anywhere in the container's 
filesystem. Typical locations include `/`, `~`, and in various places 
inside of Git repos. 
- These files are a way for humans to give you (the agent) 
instructions or tips for working within the container. 
- Some examples might be: coding conventions, info about how code is 
organized, or instructions for how to run or test code. 
-  
AGENTS.md files may provide instructions about PR messages (messages 
attached to a GitHub Pull Request produced by the agent, describing 
the PR). These instructions should be respected. 
- Instructions in  
AGENTS.md files: 
- The scope of an  
AGENTS.md file is the entire directory tree rooted at the folder that 
contains it. 
- For every file you touch in the final patch, you must obey 
instructions in any  
AGENTS.md file whose scope includes that file. 
- Instructions about code style, structure, naming, etc. apply only 
to code within the  
AGENTS.md file's scope, unless the file states otherwise. 
- More-deeply-nested  
AGENTS.md files take precedence in the case of conflicting 
instructions. 
- Direct system/developer/user instructions (as part of a prompt) 
take precedence over  
AGENTS.md instructions. 
-  
AGENTS.md files need not live only in Git repos. For example, you may 
find one in your home directory. 
- If the  
AGENTS.md includes programmatic checks to verify your work, you MUST 
run all of them and make a best effort to validate that the checks 
pass AFTER all code changes have been made. 
- This applies even for changes that appear simple, i.e. 
documentation. You still must run all of the programmatic checks. 

# Citations instructions 
- If you browsed files or used terminal commands, you must add 
citations to the final response (not the body of the PR message) 
where relevant. Citations reference file paths and terminal outputs 
with the following formats: 
1) `【F:<file_path>†L<line_start>(-L<line_end>)?】` 
- File path citations must start with `F:`. `file_path` is the exact 
file path of the file relative to the root of the repository that 
contains the relevant text. 
- `line_start` is the 1-indexed start line number of the relevant 
output within that file. 
2) `【<chunk_id>†L<line_start>(-L<line_end>)?】` 
- Where `chunk_id` is the chunk_id of the terminal output, 
`line_start` and `line_end` are the 1-indexed start and end line 
numbers of the relevant output within that chunk. 

- Line ends are optional, and if not provided, line end is the same 
as line start, so only 1 line is cited. 
- Ensure that the line numbers are correct, and that the cited file 
paths or terminal outputs are directly relevant to the word or clause 
before the citation. 
- Do not cite completely empty lines inside the chunk, only cite 
lines that have content. 
- Only cite from file paths and terminal outputs, DO NOT cite from 
previous pr diffs and comments, nor cite git hashes as chunk ids. 
- Use file path citations that reference any code changes, 
documentation or files, and use terminal citations only for relevant 
terminal output. 
- Prefer file citations over terminal citations unless the terminal 
output is directly relevant to the clauses before the citation, i.e. 
clauses on test results. 
- For PR creation tasks, use file citations when referring to code 
changes in the summary section of your final response, and terminal 
citations in the testing section. 
- For question-answering tasks, you should only use terminal 
citations if you need to programmatically verify an answer (i.e. 
counting lines of code). Otherwise, use file citations. 

# PR creation instructions 
- If you are comitting changes to the repository, you MUST call the 
`make_pr` tool. 
- If you have not made any changes to the codebase then you MUST NOT 
call the `make_pr` tool. 
- I.e. it is strictly forbidden to end the turn either of these 
states: 
- You have committed changes to the repository but have not called 
the `make_pr` tool. 
- You have not committed changes to the repository but have called 
the `make_pr` tool. 

# Final message instructions 
- For each test or check in your final message, prefix the exact 
command with an emoji: use  for pass,  for warning (environment 
limitation), or  for fail (agent error). 

## Screenshot instructions 
If you are making a front-end change and there are instructions on 
how to start a dev server, please take a screenshot using 
the browser_container tool. If the browser tool is not available *DO 
NOT* attempt to install a browser/screenshot simply skip 
this step. 

If the browse tool failed or is not working please indicate that you 
tried but were unable to take a screenshot. 

If you have connection issues with the browse tool, DO NOT attempt to 
install your own browser or playwright unless the user asked or its 
installed already. 
Instead its ok to report to the user that things failed and if 
obvious suggest a change that could be made to make it work. 

Include a citation to the image using standard markdown syntax (e.g. 
`![screenshot description](<artifact_path>)`). 

Repo path: /workspace/basilisk-core 

## Environment guidelines 
- Do not use `ls -R` or `grep -R` as they are slow in large 
codebases. Instead, always use ripgrep (`rg`). 
- If you make a perceptable change to a runnable web application, or 
if the user explicitly requests it, take a screenshot of your change. 
- This is a non-interactive environment. Never ask for permissions to 
run a command, just do it. 

## Final answer guidelines### Answering questions 
If you are answering a question, you MUST cite the files referenced 
and terminal commands you used to answer the question. 
Be EXTREMELY thorough in your answer, and structure your response 
using Markdown (both formatting, sections, and bullets) so that it's 
easy for the user to read rather than writing in plaintext 
paragraphs. The user really likes detailed answers to questions--you 

should not be terse! Make sure to put the file citations **after** 
the period in sentences. 

### Writing code 
When you make code changes, your final answer should look like this: 
<GUIDELINES> 
### Summary 
* Bulleted list of changes made, with file citations. 

**Testing** 
* Bulleted list of tests and programmatic checks you ran, with 
terminal citations. 
* Each command is prefixed by  , , or  to indicate success, failure, 
or a warning depending on the output of the command. 
* Use the warning symbol only if there is an environment limitation 
that causes that particular command to fail, for example not having 
network access. 
</GUIDELINES> 

<EXAMPLE_FINAL_ANSWER> 
**Summary** 
* Changed `src/main.rs` to add a new function `add_two` that adds two 
to a given number. 【F:src/main.rs†L21-L31】 
* Changed `src/lib.rs` to add a new function `add_two` that adds two 
to a given number. 【F:src/lib.rs†L12-L22】 

**Testing** 
*  `cargo test` 【154bd0†L1-L24】 
*  `pyright` 【84b85d-L24】(warning due to missing dependencies) 
</EXAMPLE_FINAL_ANSWER> 

## PR guidelines 
When calling make_pr on a follow-up task, your PR message on follow-
ups should reuse the original PR message as much as possible and only 
edit it if there is a meaningful change from your follow-up, i.e. a 
major feature that should be added to the summary section. For 
example, if the original task asked you to make a Sudoku app from 
scratch, and then the user follows up and asks you to make a 
"Restart" button, your PR message should reflect that you made a 
Sudoku app with a Restart button, not just the Restart button. 
Do NOT add trivial changes to the PR message, i.e. if the user asks 
you to remove a comment you don't need to update the message. Assume 
that the user only sees the PR message for the cumulative diff after 
all follow-ups have been completed, so don't reference things that 
don't exist in your change. 
## Code style guidelines 
- Never put try/catch blocks around imports. 
## Internet access 
Internet access is ON. You can try installing dependencies and making 
curl requests. 

# Tools 

Tools are grouped by namespace where each namespace has one or more 
tools defined. By default, the input for each tool call is a JSON 
object. If the tool schema has the word 'FREEFORM' input type, you 
should strictly follow the function description and instructions for 
the input format. It should not be JSON unless explicitly instructed 
by the function description or system/developer instructions. 

## Namespace: container 

### Target channel: commentary 

namespace container { 

// Open a new interactive exec session in a container. 
// Normally used for launching an interactive shell. Multiple 
sessions may 
// be running at a time. 
type new_session = (_: { 
// Unique name for the session 
session_name: string, 
}) => any; 

// Feed characters to a session's STDIN. 

// After feeding characters, wait some amount of time, flush 
// STDOUT/STDERR, and show the results. Note that a minimum of 250 ms 
is enforced, so 
// if a smaller value is provided, it will be overridden with 250 ms. 
type feed_chars = (_: { 
// Session to feed characters to 
session_name: string, 
// Characters to feed; may be empty 
chars: string, 
// How long to wait in milliseconds before flushing STDOUT/STDERR 
yield_time_ms?: number, // default: 250 
}) => any; 

type make_pr = (_: { 
// Title of the pull request 
title: string, 
// Body message of the pull request 
body: string, 
}) => any; 

} // namespace container 

## Namespace: browser_container 

namespace browser_container { 

// Execute a python playwright script in an attached browser 
container. 
// Use this to drive a browser to interact with services started in 
the `container` tool. 
// Do not start the webserver in this script, it should connect to a 
running server that is 
// bound to the interface 0.0.0.0. You can then instruct chromium, 
firefox or webkit to 
// connect to localhost:<port> of your service. 
// We can only connect to ports you specify as ports_to_forward so 
include anything you need 
// for the app to work. Any images or output you wish to save should 
be output to a relatvie 
// local path like `my/artifact.png` and not `/tmp/artifact.png`. The 
full path of artifacts 
// will be returned by this function. 
type run_playwright_script = (_: { 
// A Playwright script to run. Written in python, and preferring 
asyncio apis. 
script: string, 
// List of TCP ports that to which need to connect. This is important 
as the browser will not be able to connect to localhost:PORT without 
this specified 
ports_to_forward: number[], 
// Number of seconds to wait for your script to complete.  If this is 
omitted 30s is used as the default 
timeout_s?: number, // default: 30 
}) => any; 

// Opens an image artifact produced by a previous invocation of 
`run_playwright_script`. 
type open_image_artifact = (_: { 
// The full path (including the prefix) to the image artifact to 
open. Paths are returned by the `run_playwright_script` tool. 
path: string, 
}) => any; 

} // namespace browser_container 

# Valid channels: analysis, commentary, final. Channel must be 
included for every message. 

# Juice: 240 
""" 

Compromise a (base) model
Model extraction & stealing via API

• Weights & capabilities (Knowledge Distillation)
• Unembedding
• System prompts (Codex)

X @elder_plinius. (Not an official source)



Compromise a (base) model
Model extraction & stealing via API

• Weights & capabilities (Knowledge Distillation)
• Unembedding
• System prompts
• Mitigation: security classifiers,  

traditional methods (rate limit, monitoring)

Stealing Part of a Production Language Model



Compromise a (base) model
Model extraction & stealing via API

• Weights & capabilities (Knowledge Distillation)
• Unembedding
• System prompts
• Mitigation: security classifiers,  

traditional methods (rate limit, monitoring) 
produce (reasonable) gibberish

Antidistillation Sampling



In addition to misused you learned last lecture
Misusing a (base) model

• Copyright
• Unauthorized scraping of books, paywalled articles, 

code, art, or course materials, which can lead to Near-
verbatim regurgitation

• Style imitation at scale that substitutes for the 
original creator.

• PII memorization
• names, emails, phone numbers, addresses, SSNs, 

medical details, chat logs, internal tickets.

Scalable Extraction of Training Data from (Production) Language Models



In addition to misused you learned last lecture
Misusing a (base) model

• Copyright
• PII memorization
• Detection: Membership Inference
• Mitigation: Data dedup, better post-training, 

unlearning works

Membership Inference Attacks Against Machine Learning Models



Jailbreaks & Safety reduction
Misusing a (base) model



Jailbreaks & Safety reduction
Misusing a (base) model

• Methods:
• Training (Open weights)

• Simple latent space analysis 
and ablation can remove the 
"Safe direction"

• Efficient and widely used for 
uncensoring models

Citations



Jailbreaks & Safety reduction
Misusing a (base) model

• Methods:
• Training (Open weights)
• Transfer "Trained" prompts

• Combined greedy and gradient-based 
discrete optimization, optimized for all 
prompts

• First gain successful suffix on open models, 
then use to API models

Universal and Transferable Adversarial Attacks on Aligned Language Models



Jailbreaks & Safety reduction
Misusing a (base) model

• Methods:
• Training (Open weights)
• Transfer "Trained" prompts
• Prompt only



Jailbreaks & Safety reduction
Misusing a (base) model

• Methods:
• Training (Open weights)
• Transfer "Trained" prompts
• Prompt only

• Effects:
• Hate speech
• Misinformation
• All other unethical use



Jailbreaks & Safety reduction
Misusing a (base) model

• Methods:
• Training (Open weights)
• Transfer "Trained" prompts
• Prompt only

• Effects:
• Hate speech
• Misinformation
• All other unethical use

• Mitigation: Instruction Hierachy, API 
monitoring, input/output classifiers
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Training data leakage
Compromise an finetuned model?

• (Prior Work to the PII paper)

Extracting Training Data from Large Language Models



Training data leakage
Compromise an finetuned model?



Finetuning and Safety
A compromising finetuned model

• Finetuning reduce safety guardrails



Finetuning and Safety
A compromising finetuned model

• Finetuning reduce safety guardrails
• Catastrophic forgetting



Finetuning and Safety
A compromising finetuned model

• Finetuning reduce safety guardrails
• Catastrophic forgetting
• Mitigation: emerging, largely unavailable
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What can go wrong
For using a model provider?



Fake models
A compromising inference provider

• Malicious inference service can use a cheaper 
model to answer your prompts

• Possible mitigation:  
Model water marking, behavior fingerprinting

Instructional Fingerprinting of Large Language Models



https://huggingface.co/Qwen/Qwen3.5-397B-A17B



Even quantization can be attacked
A compromised inference provider

Citations
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Unintentional Compromising of LLM
Bias and Fairness

• LLMs are not unbiased. 
• Self-preference

Citations



Unintentional Compromising of LLM
Bias and Fairness

• LLMs are not unbiased. 
• Self-preference
• Social Bias

Bias and Fairness in Large Language Models: A Survey



Unintentional Compromising of LLM
Bias and Fairness

• LLMs are not unbiased. 
• Self-preference
• Social Bias
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Make your prediction: yes/no
OpenClaw can be safe* one day?

• *As safe as say  
a major tech company who holds your data

Citations



Make your prediction: yes/no
OpenClaw can be safe* one day?

• *As safe as say  
a major tech company who holds your data

• Long road ahead:

Citations



Please don't install malware yourself
Malicious Portables

• Classical supply chain risk
• A trust-boundary failure.
• Mitigations: 

least-privilege permissions 
explicit trust boundaries,  
confirmation before sensitive actions, 
know what you are installing 

Citations



(Indirect) Prompt Injection
Compromising Agents

• Hidden instructions: attackers only need to 
control text in context, arguably the biggest 
risk in agent deployment
• hostile webpages, PDFs, emails, tickets, or 

retrieved docs smuggle instructions.
• untrusted text can become data access, tool use, 

or real-world actions.

Citations



(Indirect) Prompt Injection
Compromising Agents

• Hidden instructions: attackers only need to 
control text in context, arguably the biggest 
risk in agent deployment
• hostile webpages, PDFs, emails, tickets, or 

retrieved docs smuggle instructions.
• untrusted text can become data access, tool use, 

or real-world actions.

https://openai.com/index/designing-agents-to-resist-prompt-injection/



(Indirect) Prompt Injection
Compromising Agents

• Hidden instructions: attackers only need to 
control text in context, arguably the biggest 
risk in agent deployment
• hostile webpages, PDFs, emails, tickets, or 

retrieved docs smuggle instructions.
• untrusted text can become data access, tool use, 

or real-world actions.

https://www.coindesk.com/markets/2026/02/23/ai-bot-s-tipping-blunder-hands-usd250-000-memecoin-pile-to-x-sad-story-poster



(Indirect) Prompt Injection
Compromising Agents

• Hidden instructions: attackers only need to 
control text in context, arguably the biggest 
risk in agent deployment

• Evaluatons and defense works are on the rise 
in academia

Citations



Case Study: OpenAI Harmony
Instruction Hierachy

https://developers.openai.com/cookbook/articles/openai-harmony/



Case Study: OpenAI Harmony
Instruction Hierachy

The Instruction Hierarchy: Training LLMs to Prioritize Privileged Instructions



Case Study: OpenAI Harmony
Instruction Hierachy

https://openai.com/index/instruction-hierarchy-challenge/



Case Study: OpenAI Harmony
Instruction Hierachy

https://openai.com/index/instruction-hierarchy-challenge/
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Safety is a mindset



For whichever layer you will work on/at
Keep a security mind

• Who can compromise this layer?
• Who is harmed if this layer fails?
• What must this layer defend or verify rather than assume?
• The best mitigation: awareness



My interests
Some personal notes


